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1	Decision/action requested
This contribution adds test case into clause 5.2.5.6.6.1.
2	Rationale
This contribution adds test case into clause 5.2.5.6.6.1.
3	Detailed proposal
****************** Start of the change ******************
5.2.5.6.6.1 Instantiating VNF from trusted VNF image
Requirement Name: Instantiating VNF from trusted VNF image
Requirement Description:
 A VNF shall be initiated from a trusted VNF image which includes one or more than one images. The VNF image shall be signed by an authorized party. The authorized party is trusted by the operators. 
Threat Reference: TR 33.926 [3], Clause5.3.4.1, "Software Tampering "; TR 33.848, Clause5.18, “Key Issue 17: Software Catalogue Image Exposure”
Test case: 
Test Name: TC_INSTANTIATING VNF _ TRUSTED IMAGE
Purpose:
To test whether the instatiating VNF from trusted VNF image.
Procedure and execution steps:
Pre-Condition:
-	The virtualized network product document describes information regarding digital signature protection of VNF images, including details of how the signature check is carried out, who makes the digital signatures of VNF image etc.
-    One VNF package included a trusted VNF image and another VNF included an untrusted VNF image which carries wrong digital signature of VNF image.
-    There are a NFVO, or a simulated NFVO.	A certificate which is used to verify the digital signature of VNF image has been configurated in the NFVO. This certificate is provided by the vendor and it is issued by a CA trusted by the operator. It means the trusted VNF image is only digital signature of the VNF image is successfully verified by using the public key in the certificate issued by the CA trusted by the operator.
Execution Steps
Execute the following steps:
1. Review the documentation provided by the vendor describing how digital signature of the VNF image is verified;
2. The tester uploads a VNF package included a trusted VNF image into a NFVO. The NFVO verifies the VNF image by validating the digital signature of the VNF image using the certificate of the VNF according to the documentation;
3. The tester uploads a VNF package included an un-trusted image into a NFVO. The NFVO verifies the VNF image by validating the digital signature of the VNF image using the certificate of the VNF according to the documentation.
Note: The digital signature validation of the image is also described in clause 5.2.5.5.3.3.5.1 VNF package and VNF image integrity, but the two test cases have the different test purposes. This test case focuses on VFN image credibility, while clause 5.2.5.5.3.3.5.1 is concerned with VNF image integrity.
Expected Results:
1. In the step 2, the signature of the VNF image is successfully validated and the VNF package is successfully onboarded into the NFVO;
2. In the step 3, the signature of the VNF image does not be validated and the VNF package is not onboarded;
Expected format of evidence:
Snapshots containing the result of the VNF package on boarding.

****************** End of the change ******************


